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Real-time Risk Management System

Steve Mu

With BASEL Accord 1l to be effective in 20086,
major commercial banks are now implementing
risk management system in order to compliant
with the regulation. The system must provide
support for analyze different type of risks
involved, with software components guarantee
the risk management policy enforced. The
purpose of this article is to discuss briefly on
how these issues are resolved in a commercial
banking environment.

1. WHAT IS THE RISK

In a commercial banking environment, we
encounter the following major type of risk:

Market Risk
Credit Risk
Operation Risk

Market Risk comes from daily financial
instrument price/rate fluctuation, such as
stock, bond, interest rate, foreign exchange,
etc. These movements cause bank assets
value change in the direction favorable or
un-favorable. To manage the profit-and-lost
due to market movement, bank applies
strategy to reduce the risk by limiting or
hedging the positions. Since market risk only
exists when bank takes certain position, this
type of risk is also termed position risk.

Credit Risk arise when bank essentially
making a loan to a counter-party. The risk is
the counter-party may not be able to pay
back the loan at maturity, causing a lost to
the bank. In forward contract, unlike loan,
exact amount due to the bank is not known
until the maturity. The risk is the counter-
party may not be able to pay in case the
bank is in the money. In either case, the risk
is the counter-party may not be able to fulfill
its obligation to pay. For this reason, this
type of risk is also called counter-party risk.

BASEL committee defines Operation Risk
as lost due to process, human, system and
external events. (External events include
external fraud, security breach, regulatory
effects and natural disasters.) In recent
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years, the most sever loss to bank are due
to operation risk. A good example is the
bankruptcy of Barings in 1995, which a
rookie trader inadequately allowed to
manage both trading and accounting
operations. He amasses unreported loss of
$1.3B for 2 years causing the bank insolvent.

Besides these types of risk, there are also
others that are commonly encountered in a
commercial banking environment:

Liquidity Risk
Reputation Risk
Relationship Risk

Liquidity Risk arises when transaction size is
too large or unable to come with enough
cash to fulfill a financial obligation.
Reputation Risk is usually associated with
other risks, where a bank’s reputation is
damaged as the result of default or other
unsatisfactory services. Relationship Risk is
the risk associated in keeping a business
relation. Customer Relationship is one of the
most important relationships to a bank.
Relationship Risk in commercial banking is
more closely related with Credit Risk. These
risks are more difficult to capture because
they are inter-related with other type of risks.
We will not go in details on these types of
risk.

WHAT IS THE MANAGEMENT

In order to manage the risk discussed above,
senior management of the bank develop
best practices based on industry regulatory
recommendations. Common setup of the
best practices contains three pillars:

Policy
Methodology
Infrastructure

The Policy should reflect the mission
statement of the bank. In a commercial bank,
usually, this is in frame of increasing
shareholder value, which is equivalent to
providing a return that is consistent with the
risks assumed. In practice, the bank needs
to specify the extent of risk that it feels
comfortable of taking. This translates into
limits on market risk, credit risk and
operation risk in normal business scenario
and stress testing analysis.
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The risk limits cannot be implemented
without an appropriate Methodology to
measure, control and manage the risks.
These require state-of-the-art analytic model,
software  components and  real-time
monitoring system. Later in this article, we
will discuss in some details on how such a
system can be developed.

The Policy and Methodologies cannot be
implemented  without an  appropriate
Infrastructure. This includes organizational
design that reflect the risk management
philosophy, people with the requisite training,
expertise, compensation and
software/hardware system that can support
risk management decision. We will discuss
these issues in another article.

OTHER FINANCIAL SYSTEMS

Risk Management System is only one of
many financial systems in a commercial
banking environment. Increasingly, bank
looks for technology for improving their
efficiency and competitiveness. Among
others, following systems are critical to bank
operation:

Trading System
Settlement System
Payment System
Accounting System

Trading System allows the banks to manage
the trade with their counter-party. Different
from dealing stations, such as Reuters or
Bloomberg’'s EBS, banks use trading system
for handling the OTC trades and/or
maintaining trades made from public or
private trading exchanges. The trading
system is essentially a trade editor for
viewing trade detail and post processing.
Bank’'s trading system must be able to
communicate with dealing stations in order
to capture a deal quickly, however, only
record in the trading system is official.
Therefore, dealing stations cannot substitute
the role of trading system in a bank.

Settlement System is responsible for
confirming with counter-party on the trade
financials, such as dates, rates and notional.
In addition, the settlement system confirms
settlement instruction including netted
payment amount before sending the
instruction to Payment System. This is the

center of back office operation; automation
of this part of is essential to the processing
capability of a bank.

Payment System is for generating payment
format required by different electronic or
paper payment devices according to
counter-party’s  instruction.  Similar  to
settlement system, payment system is a
crucial back office operation that requires
automation. The separation of payment
system from settlement system in back
office reflects an important organizational
design for risk management principal.

Accounting System is responsible for keep
tracking, reporting activities, such as trading
and payment. Accounting system
implements regulatory required accounting
standard and prepares balance sheet items
for the bank. Before modern risk
management concept was developed in the
early 70’s, accounting system performs the
risk management role for quite a long while
through the use of end-of-day profit and loss
report.

Essence of the Risk Management System is
to estimate the potential loss ahead of time
so that proper action can be taken. This
concept is quite different with Accounting
System where a historical loss is reported at
the end of day. Since risk management
decision is based on the potential impact of
a trade, it is important that risk be estimated
before a trade is executed.

However, typically in a commercial banking
environment, there are several dealing
stations distributed in a number of trading
desks around the world. Those dealing
stations are interfaced with the bank’s
trading system. In reality, by the time a deal
gets into the bank trading system, the
contract is already made. How to design the
risk management system that works with
other financial systems is a major challenge
in a commercial bank. We will explore this
issue in detail in the following sections.

RISK MEASURE AND AGGREGATION

As we discuss earlier, one of the important
aspects of risk management objective is
how to measure and aggregate risks. The
nature of the risks is uncertainty; it is difficult
to predict. Modern risk management utilizes
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probability model and statistics analysis to
capture the uncertainty. In the following, we
briefly review some of the techniques in
implementing the risk measures:

Market Risk Measure
Credit Risk Measure
Operation Risk Measure

In modeling market risk, it is assumed that
financial market can be represented by a

selected system of market traded instrument.

Price of any asset can then be determined

(arbitraged) by these basic instrument prices.

These basic instruments are called market
risk factors. An asset can be linearly
approximated by these risk factors (at least
in a short period of time); the linear

approximation is called market risk exposure.

By modeling the market risk factors, one can
model asset price behavior. The most
popular model in this approach assumes
that market risk factors follow normal
distribution and market risk exposure of an
asset is relatively constant. With this
assumption, one can get historical
covariance matrix for the market risk factors.
Variance of the asset can be obtained from
the quadratic form of the covariance matrix
and the market risk exposure. Under normal
distribution assumption, we can calculate
the downward potential at 95% confidence
level as the market risk measure. This risk
measure is called Market VaR (Value at
Risk).

Credit risk modeling includes three parts:
default, exposure at default and lost given
default. Default, which is a discrete state
(called default event) of the counter-party,
occurs with some probability — default
probability. (Default events can be
continuous as well, for example, slow credit
loss in time.) Lost given default represents
the fractional loss (un-recoverable loss) due
to default. Default risk model defines and
estimates for all possible default events, the
default probabilities and lost given defaults.
In practice, default risk is characterized by
credit ratings, such as those provided by
Moody-KMV, Fitch or S&P. Exposure at
default (also called credit exposure)
measures the economic value of obligation
on the counter-party at the time of default.
For OTC contract, the economic value of
obligation is the total of replacement cost
(mark-to-market) of the contract and the
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best estimate for the remaining value of the
contract. In practice, the remaining contract
value (called residual risk or potential risk) is
usually approximated by the upward
potential of its market value at 95%
confidence level. For contracts that can be
easily replaced (with good liquidity), the
dominant term in the exposure at default is
the replacement cost (market-to-market
value). The expected value (or averaged by
default probability and lost given default) of
exposure at default is a credit risk measure,
called Credit VaR.

Operation risk model is difficult to develop
because operation risk is usually attributed
to a combination of market risk and credit
risk along with some failure of controls. The
most popular one is using the Actuarial
Model, in which the bank record it own loss
events over a fixed interval of time — called
loss frequency distribution — and the size of
loss for each event — loss severity
distribution. Assuming the frequency and
severity of loss are independent, through
convolution, the two distributions can be
combined into one joint loss distribution. The
expectation of the resulting loss distribution
at 95% confidence level is an operation risk
measure, called Operation VaR.

In general, VaR approach depends on
historical data for calibrating the risk model.
For this reason, even through VaR is a
forward-looking measure (comparing with
accounting), it can best forecast “expected”
loss under “normal” risky environment. In
addition, many simplifications in developing
the VaR measure may not hold in regular
business environment, for example, market
risk exposure through linearly approximate
asset value by risk factors in Market VaR. If
the forecast period is long or the asset
exhibits extremely non-linear behavior
(barrier type of Options), this assumption
would not hold. Therefore Market VaR can
best used on asset with linear behavior and
in shorter period, such as a few days. In
Credit VaR, the underlying risk period is
usually long and the historical data for
default is hard to find, the bank usually takes
conservative approach by over estimating
the risk. Despite these short falls, VaR does
capture most of the daily risks in a bank.
The banks manage this type risk by
enforcing the limits and/or hedging.

AT AT AT AT AT AT AT AT AT LH T AT AT AT AT AT AT AT LHTV AT AT AT AT AT AHAHTATAS L

<
<
<
<
<
<
<
<
<
<
<
<
<
<
<
<
<
<
<
<
<
g
<
g
<
g
<
g

NV AVAVYVAVAVAVAYVAVAVATVATVAST AT ATATASTATAST AT AT A,

SN



Due to the imperfection of the VaR approach,
stress testing is also important for
measuring the risks. To perform the analysis,
the bank specifies a set of anticipated risk
scenarios and compute the weighted
average of the asset value or -credit
exposure under those scenarios. This
analysis allows the bank to observe the risk
under “extreme” events. Because the
“extreme” happens only rarely, the best way
to manage this “un-expected” loss is to buy
insurance.

Factors that affecting the risk measure and
aggregation also includes

Collateral And Other Risk Mitigation
Techniques

Pre-Settlement And Settlement Netting
Agreement

Trade Through Exchange Or OTC

These are important when computing VaR
for a portfolio of trades. For example, with a
standing netting agreement, two trades that
essentially in opposite direction could cancel
each other when aggregating for Credit VaR.
However, without the netting agreement, the
trades can not offset each other because at
default, the bankruptcy court may rule in
favor of the counter-party, in which the bank
must honor the trade in favor of the counter-
party without (or postponed indefinitely)
getting paid on the other trade. This is called
“cherry picking” by the bankruptcy court.

RISK MONITORING AND REPORTS

As an important part the risk management
policy, senior management assign limit for
each risk measure category. These limits
include position limit (market risk limit) and
counter-party limit  (credit risk  limit).
Operation risk is a new risk category. Its limit
and exposure are more treated like an alert;
they are not enforced in real-time. The bank
monitor and report the following limit usages:

Real-time position VaR and counter-
party VaR

Stress testing on position risk and
counter-party risk

As we discussed in a previous section,
managing the total risks in real-time for a
bank is difficult because there are several
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dealing stations distributed in a number of
trading desks around the world.

Even worse the dealing station would not
check the credit limit usage; by the time a
deal gets into the bank trading system, the
contract is already made. The good news is
that every dealing station allows setting
certain trading limit. These trading limit are
not related to any risk measures we
discussed above. Nonetheless, it provides a
way to enforce the risk limits by making sure
that the trading limits are managed.
Therefore, for trades through dealing station,
risk management is managed on the trading
limit, not on single deals. For OTC trade or
trade booked through bank trading system,
the risk management is on the individual
deal. Risk limits are monitored and enforced
on these two different levels.

For monitoring and enforcing the limits in
real-time, following applications must be
available to the user in all time:

Real-time What-If-User-Interface (WIFUI)
End-of-Day Limit Usage Reports
End-of-Day Limit Exception Reports
Periodical Stress Testing Reports

The Real-time WIFUI provides the limit
usages and allows user to observe the
impact of a hypothetic trade to the limit
usages. If the limit will be broken, the trade
will not allowed go through without risk
manger’s approval. This is important for risk
management principal, because the key for
risk management is forward looking. There
are two types of WIFUI: one is for trade and
the other is for trading limit. The WIFUI for
trading limit allows risk manager to
determine if a hypothetic trading limit can
enforce the risk limit. The WIFUI also allow
risk manager testing different hedging
strategies (hypothetical trades), so that risks
in each category can be reduced.

The End-of-Day Limit Usage Reports are the
daily official record of limit usage. The
record provides valuable historical data that
can be used in further analysis (data mining
for instance). Similar to WIFUI, the usage of
the risk limits and conservative estimates on
the impact of trading limit to actual risk limit
usages are reported. This will form the base
for modification of the trading limit next day,
so that risk limit are preserved.
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The End-of-Day Limit Exception Reports
record over limit usage events. This report
gives the risk manager a quick way to spot
problem. In practice, risk limits may be over
used, but the exception must be recorded. In
addition, a limit exception can only occur
before the trade is executed. If a limit is
broken without approval first, the event will
be recorded in the operation risk event log.

The Stress Testing Analysis is performed on
periodical bases. Senior management
reviews the scenarios used in the analysis.
The scenarios reflect the banks view on
financial future and as a result, the banks
opinion on the risks. Stress testing often
used on derivative portfolio and/or long
maturity trades. Even though there is no
hard limit to monitor in real-time, the results
are used for finding the most risky “spots” in
bank position in term of non-linearity or
maturity. Those trades will need to be
analyzed carefully.

ARCHITECTURE ISSUES

The relationship of the risk management
system with other financial systems, such as
trading system, settlement system and
payment system, is important in the
architectural design. To support the risk
monitor and reports, we need to be careful
about sharing the resources already exist in
the other financial system. While it is not the
purpose of this article to review the
architecture for all financial systems, we will
briefly discuss some of the most important
component that a risk management system
must have. These components include:

Credit Rating Component
Risk Factor Component
Risk Limit Component
Risk Expo Component
Risk Event Component

The Credit Rating Component provides the
support for the Credit Risk Model (Credit
VaR). Basic requirements for this component
is to provide the default probability and lost
given default based on credit ratings (or
methods) from rating agency, such as Moody-
KMV, Fitch and S&P. In addition, bank also
develop internal rating model for expressing
bank's view on counter-party’'s credit
worthiness.
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The Risk Factor Component provides the
support for Market Risk Model (Market VaR).
This component provides the covariance
analysis on historical market price. The
resulting covariance matrix is essentially the
market risk model. The component is also
responsible for back testing the model quality
required by the BASEL. Stress testing
scenarios are maintained and managed by
this component.

The Risk Limit Component maintains the
limits for risk measures, such as Market VaR,;
Credit VaR and Operation VaR. More
complex then a flat total limit, structure of the
limit can be on trading desk, maturity and
counter-party, based on bank's need for
enforcing the limit. The component also
maintains and manages the trading limits that
are synchronized with the ones on dealing
stations.

The Risk Expo Component provides the
support for risk exposure calculation and
aggregation from bank perspective and/or
from counter-party perspective. This is the
most important component because it
implements the risk computation framework:
Retrieve data from outstanding trade record;
Retrieve risk model parameters, such as risk
factors and credit ratings; Compute the VaR
measures; Checking the risk exposure
against its limit; etc. This component also
persists daily risk exposure into database for
future analysis. Stress testing framework is
also implemented on this component.

The Risk Event Component provides the
support for catching any exception messages
from the Risk Expo Component. This
exception message indicates that limit would
be broken and proceeds with preprogrammed
action, for instance, sending notification
messages to the risk manager. This
component persists the notification event as
well as the respond event from the risk
manager. Trade can only go through if the
risk manager approves the exception. The
events are used for future reference.

INTEGRATION ISSUES

Because of the real-time requirements for
the risk management system, data
integration is an important issue. As we
discussed earlier, trade through dealing
station must flow into the bank trading
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system in real-time. However, most banks
have “fire wall” implementing bank security
policy. Therefore, the communication
between dealing stations and the trading
system must cross this “fire wall”. The
security issue needs to be addressed
carefully when integrating these systems.
On the other hand, outstanding trades on
bank trading system must be netted by the
settlement system before risk exposure can
be calculated, the speed of updating a new
trade into the netted exposure data table
has big impact on the system performance.
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Perhaps, the most difficult issue associated with
integration is probably the bank legacy systems.
The cost and potential risk in replacing these
systems make it a difficult decision to make for
the senior management. This is a complex issue
and it does not seem to have a standard solution
for all banks.
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Balancing Between Today and Tomorrow:

The Way to Build a Secure Retirement

Carole Zhou, MBA, CFP®"

In our life there are several things we
might think are very important to us: a dream
house, fancy furniture and appliances, an
elegant car, children’s education, luxury
vacations, a comfortable retirement, etc...
Among these, | daresay retirement ought to be
one of the top priorities, since for the rest of the
list you pay as you go - and that happens when
you are working or when you are with earning
power.

Quite frequently people get asked: “Can
you afford to retire and still maintain a
reasonable lifestyle after that?” If you find it hard
to answer, then | would like to point out a harsh
reality: one of the biggest risks we face today is
not just the risk of letting our lifestyle slip away
during our retirement but the risk of outliving our
financial resources. Further, although we expect
to live a healthy longer life, it's wise to prepare
for an unhealthy longer life (and you know why,
because it will cost a lot more). It also takes
more planning, commitment and financial
resources to accomplish this goal.

As many of us might know, traditional
company-managed pension plans are becoming
a thing of the past, and social security is
guestionable. So it is critical to allocate your
financial resources wisely between today's
enjoyments and tomorrow’s security. It takes
careful planning and discipline to be able to
reach a joyful and dignified retirement.

I have one client who is 93 years old
now who retired at age of 72. Unfortunately he’s
been paralyzed for more than 20 years. That
means his monthly bill is around $13,000
covering the costs for nursing home, medicines,
medical equipment, etc... He still needs to
support house expenses for his same age wife
(who fortunately is relatively healthy). This
elderly gentleman is fortunate enough to have a
very comprehensive retirement plan set up by

* Carole Zhou holds a Certified Financial Planner®
certificate. She specializes in Tax, Retirement,
Investment, Estate and Insurance Planning. If you
have questions regarding your income taxes or
personal finances, feel free to email her at:
wiseplanner@yahoo.com
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his previous and current financial advisors. That
is in addition to his company-sponsored pension
plan and social security retirement. He has three
different annuities with life income streams,
which not only cover the difference between the
amount of money he needs and the sum
provided by of the company pension and social
security retirement benefits, but also leaves him
with some surplus. Just like the company
pension and the social security the income
generated by the three annuities mentioned
above are life time guaranteed, so he does not
need to worry about outliving his financial
resources.

There are numerous types of retirement
programs available: one of them, defined benefit
pension plans, which we heard about in the
early days are rarely to be seen nowadays
even if some corporations are still funding 412i
plans for their executives. But you don’t have to
be an executive in order to take advantage of
retirement plans: there are still plenty of other
vehicles for retirement planning, such as 401k
(including regular defined contribution plans,
solo 401k, super comp 401k and safe harbor
401k), Age Weighted & New Comparability Plan,
Profit sharing plan, 401a, 403b, Keogh, Simple
IRA, Sep IRA, Traditional IRA and Roth IRA.
There are also fixed annuities, variable annuities,
modified endowment contracts (MECs) or some
other life funds with decent retirement income
stream options.

Some of these plans are for
corporations, s corporations and partnerships.
Some of them are for individuals and self
employed sole proprietors. Depending on one’s
situation, he or she can have one or more plans
set up to max out tax savings and retirement
income.

For most of the programs above,
contribution and growth are tax deferred and the
effect of tax deferred growth can be very
significant. In your taxable investment accounts,
you pay tax on dividend and interest declared
each year. You also pay tax on the realized
gains on stocks, bonds, REITs, etc... No matter
whether you sell your mutual funds or not or
whether you reinvest your dividend into mutual
funds or not, you've got to pay tax on the
unrealized capital gains and reinvested
dividends as well.

Here is my piece of advice to you. Start
early by figuring out what you need or wish to
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